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Introduction

Mosquito is a lightweight framework to deploy and run code remotely and
securely. This is often in the context of penetration tests, which usually has the
following requirements:

* Communications that does not compromise the client. In the course of a
penetration test, financial data or credentials transmitted should not transmit data
in the clear. The goal is to demonstrate client insecurities, not expose them
further.

* Control over '0-day' or unreleased exploits. Often, penetration testers
have access to exploit code that has been unreleased, or limited to a select few
because the software vendor has not released a patch correcting the exploit yet.
Often, these exploits are very dangerous to have in the wild. This limits the
exploit being on systems that are directly owned and controlled by the
penetration tester, and does not allow puddle jumping within these constraints.

* Control over dissemination of methodology information; many practices
have trade secrets and methods that could be eavesdropped upon. It is
desirable to protect these methodologies while they are used on a penetration
test.

Ephemeral Security, a partnership of two security professionals has designed
and implemented Mosquito to satisfy these requirements for a penetration test.

Technical Overview

There is currently a proof of concept reference implementation of the Mosquito
framework and code available on Source Forge. As part of due diligence, this
implementation does not include exploits, or security checks. Security
professionals are free to use this reference framework, as it is BSD licensed.

The reference implementation utilizes Lua as an embedded scripting language.
This allows Lua bytecode and scripts to be embedded in the executable, or
transmitted via secure communications to be executed by the remote Drone.
This code utilizes RSA for an asynchronous cipher in the initial handshaking.
ISSAC is used as a synchronous cipher, for the actual payload and
communications. Entropy generation for these cryptographic functions are
provided by the operating system that Mosquito runs on.

Mosquito is based on a Console and Drone model. The Console and Drone
share some source code, namely the communications and -cryptographic



libraries. However, the Drone is meant to be deployed on a target system. The
Console is used to interact with the Drone once communications is initiated. The
Console can issue commands to be executed by the Drone, or upload Lua
scripts and functions to be called upon and utilized later.

One of the positive side effects of such design decisions is that Mosquito is
extremely portable. At the time of writing of this paper, it had been ported to
Linux, OpenBSD, Darwin, and win32.

Interpreter (Lua)

Lua is a lightweight and powerful procedural programming language. It has
easily extensible bindings, which were utilized to good effect for RSA and
OpenSSL. The language is also bytecode compiled, which is used to create
binary stubs for Drone and Console modules. Lua is also highly portable; it runs
on Palms unchanged. If the programmer already knows a procedural language,
it is extremely easy to learn within an hour.

Asynchronous Cipher (RSA)

The asynchronous cipher is used for initial negotiation and handshaking of the
secure channel. RSA was picked because it is well known in the cryptographic
community. Its weaknesses and strengths can be utilized, and worked around if
needed. RSA is strong, well understood, and easy to use, as RSA libraries are
available.

Mosquito uses a 4096 bit RSA key in this implementation. This is believed to be
sufficient security for handshaking, as long as the entropy sources are good.

Synchronous Cipher (ISSAC)

ISSAC is the synchronous cipher used for Console and Drone communications.
It is a stream cipher which means that it works upon data one byte at a time. ltis
very fast, and very safe. One of the major reasons ISSAC was selected for
Mosquito was that it was unencumbered; many stream ciphers were evaluated
but had patent or license issues.

Mosquito uses a 8192 bit key for ISSAC. Due to the way ISSAC is implemented,
it does not penalize for key size, and this allows as secure a key as needed to be
used.

Entropy Generation
Entropy generation is essential to good cryptographic security. Mosquito is a

proof of concept implementation, and good entropy sources was not a primary
focus. The reference implementation uses operating system facilities for entropy,



which can be a weak or strong point.

On Unix systems, Mosquito uses /dev/urandom for entropy generation. The
quality of entropy varies from Unix to Unix. OpenBSD's /dev/urandom
implementation is known to be strong. Windows 2000 and XP has a
cryptographic APl with very good entropy collection. This is a possible avenue of
attack against Mosquito which will be reviewed.

Mosquito Components
Mosquito is logically divided into several components.

Core
The Core component provides the basic functionality required by both
Drone and Console. If there is overlap, it can be found here.

Drone
The Drone provides a remote process that contacts its matched console
securely, and executes scripts on its behalf.

Console
The Console provides a local process that controls a deployed Drone.

Transport
The Transport functions provide an abstracted method to connect the
Drone and the Console.

Lua
One of the major components is an augmented Lua interpreter, extendedd
with the following functionality:

* RSA Encryption Functions

* ISSAC Encryption Functions

* Networking Functions

* Entropy Gathering Functions

* Structured Buffer Functions

Drone

The Drone is the Mosquito component that is deployed onto the target machine.
It integrates Core with Drone-only functionality. The Drone executes Lua code
sent via secure communications. Lua code is only stored in process memory,
and is not written to disk.



Console

The Console is the Mosquito component that provides a local process that
controls a deployed Drone. It integrates Core with Console-only functionality.
The user uploads code to the deployed Drone via secure communications. The
user can also interact with the Drone in real time if desired.

Transport

The Transport is an abstracted functionality for Drone and Console to
communicate with each other. It transparently negotiates a communication
channel between the Drone and the Console, and provides read and write
methods between the two. It provides a layer of abstraction from the actual
communications mechanism in use, and adds quite a bit of versatility to
Mosquito.

At the time of writing, the reference implementation has TCP as a default
Transport method. There are several possible Transport methods planned in the
future:

* DNS

*ICMP

* UDP

*HTTP

* Instant Messaging
*IRC



Console Affiliation Mode

Below is described the Console Affiliation Mode flow; this is the process of
handshaking between the Console and Drone, which entails key exchange and
the establishment of secure communications.

Console Affiliation Mode Diagram
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Drone Affiliation Mode

Below is described the Drone Affiliation Mode flow; this is the process of
handshaking between the Drone and Console, which entails key exchange and
the establishment of secure communications.

Drone Affiliation Mode Diagram
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Ways to Attack Mosquito

While best effort has been made to implement a secure framework to deploy
code, there are several ways to attack Mosquito. They have been ordered as
follows, in likelihood of success:

Introspective Debugging

While Mosquito does not explicitly write to disk, the code that is deployed
onto the Drone can still be examined by an introspective debugger such as
SoftICE, or examining the contents of memory. This is considered to be fairly
unlikely, unless the person doing the diassembling was prepared in advance, but
it is a risk.

Entropy Attacks

Another method to attack Mosquito is to attack the operating system
entropy generation functions. Some operating systems have extremely weak
and attackable PRNGs. If these weaknesses were known, a savvy
cryptographer could perform entropy attacks against Mosquito.

Modifying Drone Binary

Another possible avenue of compromise would be to modify the Drone
binary. However, this would require the modifications to occur between the
binary deployment and usage, which can happen in as little as a few seconds.

Cryptographic Attack

By utilizing a known text attack, it is remotely possible that Mosquito can
be manipulated into repeating known data and strings. The authors of Mosquito
hope that penetration testers would be cautious about utilizing text that could be
known or guessed at.

Uses of Framework

There are many uses for the Mosquito framework, to extend upon this
foundation. Exploits could be refactored into Lua for secure deployment on
target hosts. Mosquito is also easily extensible if additional cryptographic
methods, or transports are wanted.

Network and host reconnaissance code can be deployed and managed over a
secure channel. Mosquito can also be utilized to simplify the deployment of
auditing tools to hosts. All dependencies would be included with the Drone.

Future Ideas

Ephemeral Security has many ideas for the future extension and expansion of
Mosquito. One of the authors had implemented a high speed packet sniffer and



generation, that could be integrated into the Drone. This would dramatically
extend the flexibility of the framework.

Another idea is to implement a Drone to Drone relay for puddle jumping between
hosts and networks. This would allow an attacker to further ingress into a target
network, and still have secure communications relayed. The keys between the
Console and end-point Drone would not be known by the Drones in between.

Currently, the build and deployment of Console and Drone pairs are manual; but
this process can be automated so that a Drone can request a new Console and
Drone with a fresh key so that it can deploy with an exploit.

Also on the table is a program that converts Nessus checks written in NASL into
Lua code usable within the framework. This would allow access to a large library
of checks, and extend Mosquito's functionality into being a remote security
scanner.
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