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What?
Mosquito is a lightweight framework to deploy and run code 
remotely and securely, in the context of penetration tests.

It makes a best effort to ensure that communications are secure.

Special care is taken to ensure that deployed code is not stored 
outside of process memory space.

It protects the confidentiality and trade secrets of code that is 
deployed and run on the target.  This could be an exploit, or a 
methodology.



Why?

Often it is desirable to leverage ‘0-day’ code, but doing so in an 
uncontrolled fashion can have repercussions.

Many practices have trade secrets and methodologies distilled in 
the form of audit or exploit code that they would like to keep out 
of the target’s hands.

It is a means to ensure that communications between the target 
and the console is secure.



Technical Overview
Proof of Concept Code

Interpreter - Lua

Asynchronous cipher - RSA

Synchronous cipher - ISSAC

Entropy generation - OS functions

Console/Drone Model

Extremely Portable (Linux, OpenBSD, Darwin)



Interpreter (Lua)
Lightweight and powerful procedural programming language

Easily extensible bindings (i.e. RSA and OpenSSL)

Bytecode compiled (used to compile Drone and Console 
modules)

Highly Portable (runs on Palms, unchanged!)

Easy to learn (~1 hour if you already know a procedural 
language)



Asynchronous Cipher (RSA)
The asynchronous cipher is used for initial negotiation and 
handshaking of the secure channel.

RSA is well known in the cryptographic community.

Weaknesses and strengths can be worked with and around.

Strong, well understood, and easy to work with RSA libraries 
available.

Use 4096 bit key.



Synchronous Cipher (ISSAC)

Synchronous cipher used for Console and Drone communications

Stream cipher -- one byte at a time.  Very fast, very safe.

Unencumbered -- many stream ciphers were evaluated, but had 
baggage of some sort or another.

8192 bit key size -- ISSAC does not penalize for key size. 



Entropy Generation
Entropy generation is essential to good cryptographic security.

This is the proof of concept’s weakest point, as it currently uses 
OS facilities for entropy.

/dev/urandom on Unix machines (strong on OpenBSD!)

Windows 2000, XP has a cryptographic API with very good 
entropy collection.

Possible avenue of attack on Mosquito



Mosquito Components

Core - provides the basic functionality required by both Drone 
and Console.

Drone - provides a remote process that contacts its matched 
Console, and executes scripts on its behalf.

Console - provides a local process that controls a deployed Drone

Transport - provides an abstracted method to connect the Drone 
and the Console



Core
Augmented Lua interpreter, extended with the following 
functionality:

RSA Encryption Functions

ISSAC Encryption Functions

Networking Functions

Entropy Gathering Functions

Structured Buffer Functions



Drone

Mosquito component that is deployed onto target machine

Integrates Core with Drone-only functionality

Executes Lua code sent via secure communications

Lua code sent by Console is stored only in process memory



Console

Mosquito component that provides a local process that controls a 
deployed Drone.

Integrates Core with Console-only functionality

The user uploads code to the deployed Drone via secure 
communications.

The user can also interact with the Drone in real time if desired.



Transport (Overview)
Abstracted functionality for the Drone and Console to 
communicate with  each other.

Transparently negotiates a communication channel between the 
Drone and Console, and provides read and write methods 
between the two.

It provides a layer of abstraction from the actual 
communications mechanism in use, and adds quite a bit of 
versatility to Mosquito.



Transport Methods
TCP Transport (Default)

DNS

ICMP

UDP

HTTP 

Instant Messaging

IRC



Console
Affiliation 

Mode

Await Drone Affiliation

Send Console Affiliation

Drone Secret 
Matched?

Teardown 
Mode

Console 
Operation 

Mode

Timed out

No

The Command Key is generated by the Drone
after soliciting entropy from the host environment

In Console Affiliation Mode, transmissions will be
encrypted using the Drone's Command Key

Generate Report Key

In Console Affiliation Mode, many possible transports
should be monitored -- the first transport to 

successfully complete affiliation will shut out other
transports.

Console Affiliation Mode



Drone Affiliation Mode
Drone

Affiliation 
Mode

Send Drone Affiliation

Await Console Affiliation 

Console Secret 
Matched?

Teardown 
Mode

Drone 
Operation 

Mode

Timed out

No

The Command Key is generated by the Drone
after soliciting entropy from the host environment

Generate Command Key

In Drone Affiliation Mode, all transmissions are 
encrypted with the Console's Public RSA Key



Demonstration

Demonstration of Drone and Console Build

Demonstration of Drone Deployment

Demonstration of Lua code being deployed to Drone.

Demonstration of Lua code being executed to do network 
reconnaissance.

Demonstration of Lua exploit code being executed.



Ways to Attack Mosquito

Ordered in Likelihood of Success

Introspective Debugging (SoftICE, etc.)

Entropy Attacks 

Modifying Drone Binary (Very, very fast interception 
between deployment and usage.)

Cryptographic Attack (Known text?)



Uses of Framework

Refactor exploits into Lua for secure deployment on target.

Easily extensible if additional cryptographic methods, or 
transports are wanted.

Network and host reconnaissance code management and results 
over a secure channel.

Simplify deployment of auditing tools to hosts; all dependencies 
are included with the Drone.



Future Ideas

Integral high speed packet sniffer and generation in Drone.

Drone to Drone relay for puddle jumping between hosts and 
networks.

Automated configuration of drone/console pairs.

Consoles that control multiple drones.



Who Are We?

Wes Brown (wbrown@ephemeralsecurity.com)

Security Consultant, and Security Researcher

Scott Dunlop (swdunlop@ephemeralsecurity.com)

Software Engineer and Security Researcher



Questions?

Live question and answer

Further questions via email at: 
mosquito@ephemeralsecurity.com

Framework Code is BSD Licensed and is available from http://
www.sourceforge.net/projects/mosref


